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Abstract—Credit card fraud events take place frequently and
then result in huge financial losses. Criminals can use some
technologies such as Trojan or Phishing to steal the information of
other people’s credit cards. Therefore, an effictive fraud detection
method is important since it can identify a fraud in time when
a criminal uses a stolen card to consume. One method is to
make full use of the historical transaction data including normal
transactions and fraud ones to obtain normal/fraud behavior
features based on machine learning techniques, and then utilize
these features to check if a transaction is fraud or not. In
this paper, two kinds of random forests are used to train the
behavior features of normal and abnormal transactions. We make
a comparison of the two random forests which are different in
their base classifiers, and analyze their performance on credit
fraud detection. The data used in our experiments come from
an e-commerce company in China.

Index Terms—Random forest, decision tree, credit card fraud

I. INTRODUCTION

Credit cards are widely used due to the popularization of e-

commerce and the development of mobile intelligent devices.

Card-not-present transactions (i.e., online transaction without

a physical card) [1] is more popular, especially all credit

card operations are performed by web payment gateways, e.g.,

PayPal and Alipay. Credit card has made an online transaction

easier and more convenient. However, there is a growing trend

of transaction frauds resulting in a great losses of money every

year [18] [19]. It is estimated that losses are increased yearly at

double digit rates by 2020 [2]. Since the physical card is not

needed in the online transaction environment and the card’s

information is enough to complete a payment [17], it is easier

to conduct a fraud than before. Transaction fraud has become

a top barrier to the development of e-commerce and has a

dramatic influence on the economy. Hence, fraud detection is

essential and necessary.
Fraud detection is a process of monitoring the transaction

behavior of a cardholder in order to detect whether an in-

coming transaction is done by the cardholder or others [10].

Generally, there are two kinds of methods for fraud detec-

tion [15]: misuse detection and anomaly detection. Misuse

detection uses classification methods to determine whether

an incoming transaction is fraud or not. Usually, such an

approach has to know about the existing types of fraud to

make models by learning the various fraud patterns. Anomaly

detection is to build the profile of normal transaction behavior

of a cardholder based on his/her historical transaction data, and

decide a newly transaction as a potential fraud if it deviates

from the normal transaction behavior. However, an anomaly

detection method needs enough successive sample data to

characterize the normal transaction behavior of a cardholder.

This paper is about misuse method. We use random forest

[20] to train the normal and fraud behavior features. Random

forest is a classification algorithm based on the votes of all

base classifiers.

The major contributions of this paper are summarized as

follows. 1)To deal with fraud detection problem, two kinds

of random forests are used to train the normal/fraud behav-

ior features. They are Random-tree-based random forest and

CART-based one, respectively. 2)By using the data from an

e-commerce company in China, experiments are conducted to

evaluate the effectiveness of these two methods. 3)From the

result of experiments, some conclusions are made which would

be helpful for future work.

The paper is organized as follows. Section II describes some

related work about credit card fraud. Section III introduces

the methods used in our experiment. The experiments and

performance measures are discussed in Section IV. Finally,

some conclusions and future work are presented.

II. RELATED WORK

A comprehensive understanding of fraud detection technolo-

gies can be helpful for us to solve the problem of credit card

fraud. The work in [16] provides a comprehensive discussion

on the challenges and problems of fraud detection research.

Mohammad et.al., [14] review the most popular types of credit

card fraud and the existing nature-inspired detection methods

that are used in detection methods. Basically, there are two

types of credit card fraud: application fraud and behavior fraud
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[3]. Application fraud is that criminals get new credit cards

from issuing companies by forging false information or using

other legitimate cardholders information. Behavior fraud is

that criminals steal the account and password of a card from

the genuine cardholder and use them to spend.

Recently, a kind of fraud detection method is popular in

some commercial banks which is to check behaviors of the

associated cardholder [7]. Almost all the existing work about

detection of credit card fraud is to capture the behavior patterns

of the cardholder and to detect the fraud transactions based

on these patterns. Srivastava et.al. [5] model the sequence

of transaction features in credit card transaction processing

using a hidden markov model (HMM) and demonstrate its

effectiveness on the detection of frauds. An HMM is initially

trained with the normal behavior of the cardholder. If the

current transaction is not accepted by the trained HMM with

a high probability, it is considered to be fraudulent. However,

they only consider the transaction amount as the feature in

the transaction process. Amlan et.al [8] propose a method

using two-stage sequence alignment which combines both

misuse detection and anomaly detection [15]. In their method,

a profile analyzer is used to determine the similarity of an

incoming sequence of transaction on a given credit card with

the legitimate cardholder’s past spending sequence. Then, the

unusual transactions traced by the profile analyzer are passed

to a deviation analyzer for possible alignment with the past

fraudulent behavior. The final decision about the nature of a

transaction is taken on the basis of the observations by the

two analyzers. However, this method cannot detect frauds in

real time. Elaine et.al. [9] propose a user behavior model

which treats the transaction features independently. Gabriel

et.al [13] propose an alternative method to prevent fraud in

E-commerce applications, using a signature-based method to

establish a user’s behavior deviations and consequently detect

the potential fraud situations in time. However they only

consider the click stream as the element of the signature. We

believe that instead of using only one transaction feature for

a fraud detection, it is better to consider multiple transaction

features.

Sahin and Duman [12] make a comparison between decision

tree and support vector machine (SVM) in detecting credit

card fraud. They divide a dataset into three groups which

are different in the ratio between fraudulent transactions and

legitimate one, and they develop seven decision tree and SVM

based models and test them in these datasets. The results of

experiments reveal that decision tree based model is better than

SVM model. However, the accuracy of SVM based models

could reach the same performance as the decision tree based

models with increasing size of training dataset. Leila et.al [4]

propose a method of aggregating profile which exploits the

inherent patterns in time series of transactions, and the fraud

detection is performed online at the end of a day or at the

end of a period respectively. In their work, they evaluate and

compare several techniques such as support vector machine

and random forest for predicting credit card fraud, and the

conclusion is that random forest has the best performance

among these techniques with the process of aggregation.

However, the aggregated method in this work fails to detect a

fraud in real time.

III. RANDOM FOREST

In our experiment, we use random forest [20] as a classifier.

The popularity of decision tree models [23] in data mining

is owed to their simplification in algorithm and flexibility in

handling different data attribute types. However, single-tree

model is possibly sensitive to specific training data and easy

to overfit [11]. Ensemble methods can solve these problems

by combine a group of individual decisions in some way

and are more accurate than single classifiers [21]. Random

forest, one of ensemble methods, is a combination of multiple

tree predictors such that each tree depends on a random

independent dataset and all trees in the forest are of the

same distribution [20]. The capacity of random forest not

only depends on the strength of individual tree but also the

correlation between different trees. The stronger the strength

of single tree and the less the correlation of different tress, the

better the performance of random forest. The variation of trees

comes from their randomness which involves bootstrapped

samples and randomly selects a subset of data attributes.

Although there possibly exist some mislabeled instances in

our dataset, random forest is still robust to noise and outliers.

We introduce two kinds of random forests, named as random

forest I and random forest II, which are different in their base

classifiers (i.e., a tree in random forest).

For readability, some notations are introduced here. Consid-

ering a given dataset D with n examples (i.e. |D| = n), we de-
note:D = {(xi, yi)},i = 1, ..., n, where xi ∈ X is an instance

in the m-dimensional feature space X = {f1, f2, ..., fm} and
yi ∈ Y = {0, 1} is the class label associated with instance xi.

A. Random-tree-based random forest

A base classifier of random forest I, which is a simple imple-

ment of decision tree, is called a random tree [22]. The training

set of each tree is a collection of bootstrapped samples selected

randomly from the standard training set with replacement. At

each internal node, it randomly selects a subset of attributes

and computes the centers of different classes of the data in

current node. The centers of class 0 and 1 are denoted as

leftCenter and rightCenter, respectively. The kth element
of a center is computed based on the following equations [22].

leftCenter[k] =
1

n

n∑

i=1

xikI(y = 0) (1)

rightCenter[k] =
1

n

n∑

i=1

xikI(y = 1) (2)

where I(y = 0) and I(y = 1) are the dictator functions.
At the current node, each record of the dataset is allocated to

the corresponding class according to the Manhattan distance

between the record and the center as shown in (3).



disance(center, record) =
∑

i∈sub

|center[i]− record[i]| (3)

Note, sub is the subset of attributes randomly selected from
X whose size is the square root of m = |X|. Each tree grows
fully without pruning.

Algorithm I describes the process of producing a type-I

random forest:

Algorithm I:
Input: Dataset D and the number of trees NT .
Output: A random forest.
For i = 1 to NT :

1) Draw a bootstrap sample Di from the training set D
whose size is n.

2) Construct a binary tree of the bootstrapped data recur-

sively from root node. Repeatedly perform the following

steps until all records of current node belong to a class.

a) Randomly select a subset of
√
m attributes.

b) For j = 1 to
√
m:

i) Compute leftCenter[j] and rightCenter[j].

c) For k = 1 to |Dic|:
i) Compute the Manhattan distance dLk and dRk

between the recordk and each center.
ii) if dLk ≤ dRk

Allocate recordk to the left child of the current
node.

else

Allocate recordk to the right child of the current
node.

d) Split the node into a left child and a right child.

where Dic is the subset of Di in the current node.

A simple example of random tree is shown in Fig. 1. The

internal nodes are represented by circles. The variables in a cir-

cle are attributes randomly chosen from X = {x1, x2, x3, x4}.
The decisions are made according to their values. Each termi-

nal node is represented by a rectangle and corresponds to a

class. The number in a terminal node represents which class

the node belongs to.

Fig. 1. Illustration of Random Tree.

B. CART-based random forest

The base classifier of random forest II is CART (Classifica-

tion and Regression Trees) [24] whose training set also comes

from bootstrapped samples. At each node, it splits dataset by

choosing the best attribute in a subset of attributes according

to Gini impurity which measures uncertainty of dataset. The

subset of attributes are randomly selected from all attributes of

dataset. According to the advice from Breiman, the size of the

subset is set to the square root of the number of all attributes

[20]. The Gini impurity is defined in (4) and is described in

(5) under the condition of feature xi.

Gini(Node) = 1−
C∑

k=1

p2k (4)

Where C is the number of classes which is 2 in binary

classification problem and pk is the probability that a record
belongs to class k.

Gini(Node, xi) =
|Nodel|
|Node| Gini(Nodel)

+
|Noder|
|Node| Gini(Noder)

(5)

Where Nodel is the left child of the current node and |Node|
represents the number of records in the dataset w.r.t. the

current node.

A following algorithm II describes the process of producing

a type-II random forest:

Algorithm II:
Input: DatasetD, the number of treesNT and the threshold

T of Gini impurity
Output: A random forest
For i = 1 to NT :

1) Draw a bootstrap sample Di of size n from the training

set D.
2) Construct a decision tree of the bootstrapped data recur-

sively from root node. Repeatedly perform the following

steps until Gini impurity less than T .

a) Randomly select a subset of
√
m attributes.

b) For j = 1 to
√
m:

i) Compute Gini impurity for feature xj .

c) Choose the feature and its value with the minimum

Gini impurity as the split attribute and split value.

d) Split the internal node into two child nodes according

to the split attribute and value.

A simple example of CART is shown in Fig. 2. The internal

nodes are represented by circles. The variable and number in

circles are the best splitting attribute and its value, respectively.

The number labeled on the left edge from internal node means

the value of this attribute greater than or equal to the splitting

value, while the number labeled on the right edge means that

the attribute has a less value. Each terminal node is represented

by a rectangle. The number in a terminal node is the class the

node belongs to.



Fig. 2. Illustration of Classification and regression tree.

If we use a type-II random forest to classify a new instance

for which we know only the values of independent attributes,

then we drop the instance down the tree until a terminal node

such that at each internal node a appropriate branch is taken

according to the required condition.

The main difference between the two algorithms is the

way of splitting of nodes. In type-I random forest, the data

are distributed by comparing distances between records and

two centers; In type-II random forest, the data are distributed

according to the attribute which has minimum gini impurity.

They all have their own advantages and drawbacks. In Algo-

rithm I, it could be faster in computing centers but slower

in distributed records, because it has to compute distances

between centers and all records. In algorithm II, although it

could be slower in computing gini impurity for attributes, it

would be faster in the process of distributing data.

IV. EXPERIMENT

This section shows the details and results of experiments.

Firstly, a performance comparison is made on the same subset.

Then we explore the relation between a model’s performance

and the ratio of legal and fraud transactions in a subset. Finally,

it shows the performances of models on a much bigger dataset,

which is more closed to the actual result.

A. Performance measures

Before we describe the experiment, we first introduce the

measures we used. Because accuracy rate is not enough to

measure the performance of a random forest model when

the data is significantly imbalanced. For instance, a default

prediction of all instances into the majority class will also

have a high value of accuracy. Therefore, we need to consider

other measures. The basic measures are listed in Table I

where Positive corresponds to fraud instances and Negative

corresponds to normal instances. Precision rate is a measure of

the result of prediction and recall rate measures the detection

rate of all fraud cases. F-measure is the harmonic mean of

recall and precision. Intervention rate is a measure of degree

of intercept of normal instances.

accuracy =
TP + TN

TP + FP + TN + FN
(6)

TABLE I
BASIC MEASURES

Predict
Real

Positive Negative

Positive True Positives False Positive
Negative False Negative True Negative

TABLE II
OVERVIEW OF THE ORIGINAL DATASET

Items
Time Nov. 2016

(30 days)
Dec. 2016
(31 days)

Jan. 2017
(first 11 days)

Total
transactions

13607812 13397346 4749993

Legal
transactions

13597637 13363584 4711539

Fraud
Transactions

10175 33762 38454

precision =
TP

TP + FP
(7)

recall =
TP

TP + FN
(8)

F −measure =
2× precision× recall

precision+ recall
(9)

Intervention =
FP

TN + FP
(10)

B. Experimental dataset

The dataset used in the paper comes from an e-commerce

company of China, and consists of fraudulent and legitimate

B2C transactions from November 2016 to January 2017. As

shown in Table II, the total original dataset contains more than

30,000,000 individual transactions. Each transaction record

consists of 62 attribute values such as transaction time, place,

and amount. Each record is labled by Fraud or Legal. As

required by the company, details of attributes of dataset is not

permitted to be introduced. In the dataset only about 82,000

transactions were labeled as fraud, meaning the fraud ratio of

0.27% and dataset imbalance problem should be taken into

consideration.

C. Experiment I

The aim of this experiment is to show which kind of random

forest introduced in the previous section is more practical for

identifying fraud detection. The subset used in this experiment

consists of all the fraud transactions in January 2017 and

150,000 legal transactions randomly selected from all the

legal transactions in January 2017 in order to balance the

positive and negative samples of the training set. Then 70%

transactions of the above data are as the training dataset, and

the rest as the testing dataset.

Table III shows the results produced by random forest I

and random forest II. Although the precision of random forest

II is a little worse, the accuracy, recall and F-measure is



TABLE III
RESULTS OF TWO KINDS RANDOM FORESTS

Models
Measure

Accuracy Precision Recall F-Measure

Random Forest I 91.96% 90.27% 67.89% 0.7811
Random Forest II 96.77% 89.46% 95.27% 0.9601

TABLE IV
OVERVIEW OF THE ORIGINAL DATASET

Ratio of legal
and fraud
transactions

Legal
transactions

Fraud
transactions

Under-sampling
ratio of legal
transactions

1:1 38000 38454 0.81%
2:1 76000 38454 1.61%
3:1 114000 38454 2.42%
4:1 152000 38454 3.23%
5:1 190000 38454 4.03%
6:1 228000 38454 4.84%
7:1 266000 38454 5.64%
8:1 304000 38454 6.45%
9:1 342000 38454 7.26%
10:1 380000 38454 8.06%

much better. Obviously, the comprehensive performance of

random forest II is much more suitable for application on this

experiment subset.

D. Experiment II

The original dataset has a fraud ratio of 0.27%, denoting that

there is a seriously data imbalance problem. This experiment

explores the relation between a model’s performance and the

ratio of legal and fraud transactions. We use the dataset in

January 2017. As fraud transactions of the dataset are limited,

this experiment adopts the random under-sampling method [6]

on legal transactions. Thus, all transactions labeled by fraud

are preserved as the base for regulating the under-sampling

ratio. As shown in Table IV, ten subsets are extracted with

the ratio of legal and fraud transactions from 1:1 to 10:1.
Considering random forest II is more practical, this experi-

ment uses it to explore the influence of different ratio of legal

and fraud transactions on fraud transactions detection. For any

one of the above ten datasets, its transactions of each subset

are divided into training subset and testing one according to

the ratio of 7:3. The results of each group are shown in Fig. 3.
As shown in Fig. 3, the accuracy of fraud detection is

increasing with the growth of legal transactions, while the re-

call is decreasing. However, the F-measure gets the maximum

value when the ratio of legal and fraud transaction is 5:1. A

perspective can be get that random forest II is suitable for the

balance class problem and under-sampling method is effective

to deal with class unbalance problem. The performance of

fraud detection models is related to the ratio of legal and

fraud transactions, and the best results should be obtained by

practical testing.

E. Experiment III

This experiment is done via random forest II using a bigger

and more closed to the actual application dataset in order to

demonstrate fraud detection effectiveness.

Fig. 3. Results on every group dataset.

TABLE V
RESULT OF FRAUD DETECTION MODEL

Measure
Models

Random Forest Model

Accuracy of transaction 98.67%
Precision of transaction 32.68%
Recall of transaction 59.62%
Intervention rate of
transaction

1.48%

Coverage rate of customer 34.09%

The training set is extracted from the original dataset of

November 2016 and December 2016. Similarly to experiment

I, all the fraud transactions is used and legal transactions

are randomly sampled to make the ratio of legal and fraud

transactions is 5:1, which has been proved to be the best ratio

for random forest II. The testing subset is all the transactions

of January 2017, which has about 4.7 million legal transactions

and 38 thousand fraud ones. Two performance measures,

intervention rate of transaction and coverage rate of customer,

are added which are defined by the company. Intervention

rate is the ratio of fraud transactions signed by a model and

all the tested transactions, which is an important measure to

indicate the impact of fraud detection model on customers

disturbance. Coverage rate of customer is to measure how

many fraud customers the model can detect from all the fraud

customers, which is the ration of detected fraud customers and

all the fraud customers. The experimental results are shown

in Table V.

We also apply other algorithms in our experiments, such as

support vector machine, naive bayes an nerual network. But

the results of them are worse than random forest. Due to the

limited space, we don’t describe them here.

V. CONCLUSIONS

This paper has examined the performance of two kinds of

random forest models. A real-life B2C dataset on credit card

transactions is used in our experiment. Although random forest

obtains good results on small set data, there are still some

problems such as imbalanced data. Our future work will focus

on solving these problems. The algorithm of random forest

itself should be improved. For example, the voting mechanism



assumes that each of base classifiers has equal weight, but

some of them may be more important than others. Therefore,

we also try to make some improvement for this algorithm.
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